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Abstract: 

In this project, we propose a new decentralized access management theme for secure data storage in clouds that supports 

anonymous authentication. The cloud verifies the genuineness of the series  without knowing the user’s identity before 

storing data. The theme that we have put together has the added feature of access management throughout, that means only valid 

users are able to decrypt and keep the informat ion. The theme prevents replay attacks and supports creation, modification, and 

reading data kept within the cloud. We've got a feature to use user revocation. This authentication and access management theme 

is decentralized and durable, in contrast to various access management schemes designed for clouds that  are centralized. The 

communicat ion, calculat ion, and storage overheads are done by using the centralized approach. 
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I. INTRODUCTION 
 

Cloud computing is a kind of Internet-based computing that 

gives shared pc process resources and informat ion to 

computers and different devices on demand . It’s a model for 

enabling present, on-demand access to shared pool of 

configurable computing resources(e.g. pc network, servers, 

storage, applications and services), which might be quickly 

provisioned and freed with least management effort. Cloud 

computing and storage solutions offer users and enterprises 

with numerous capabilit ies to store and process their 

informat ion in third-party information center that will be 

placed far away from the user-ranging in distance across a 

town to across the globe. Cloud computing depends on sharing 

of resource to attain coherence and economy of scale,           

like a utility (like electricity grid) over an electricity network. 

Cloud security is an evolving sub-domain  of computer 

security, network security, and, more broadly, information 

security. It refers to a broad set of policies, technologies, and 

controls deployed to protect data, applications, and the 

associated infrastructure of cloud computing. Because of the 

cloud's nature as a shared resource, identity management, 

privacy and access control are of exp licit concern. With a lot 

of organizat ions exp loiting cloud computing and associated 

cloud providers for data operations, proper security in these 

and different potentially vulnerab le areas became a priority   

for organizations acquiring with a cloud computing provider. 

Cloud computing security processes  should  address the 

protection controls the cloud supplier can incorporate to take 

care of the customer’s in formation security, privacy and 

compliance with necessary rules. The processes will 

probably embrace and information backup set up within 

the case of a cloud security breach. 
 

II. LITERATURE S URVEY 
 

This paper is a survey on decentralized  access control plan  for 

secure information storing in cloud which uses anonymous 

authentication. The cloud checks the genuineness of the 

content without knowing the client's identity before storing the 

data in cloud. This scheme consists of an additional feature 

called access control. In access control, only those users who 

are permitted can decrypt the data/information. This plan 

avoids replay attacks and additionally supports creation, 

modification, and reading the data which is stored in cloud.  

These schemes also address user revocation. Moreover, the 

access control scheme and authentication is decentralized and 

robust unlike any other access control schemes designed for 

clouds which are centralized. The communicat ion, storage 

overheads and computation are comparable to centralized 

approaches. 
 

III. METHODOLOGY 
 

In [1], IBE scheme is used, a user has a set of attributes along 

with its unique ID. A Fuzzy IBE scheme can be applied to 

enable encryption. In Fuzzy scheme usually biometric input is 

used as identity. It allows error-tolerance between the identity 

of a p rivate key and the public key used to encrypt a cipher-

text. We described two practical applications of Fuzzy-IBE of 

encryption using biometrics and attribute-based encryption. 
 

Advantages:- 

 Error-tolerant.  

 Secure against attacks on collusion.  
 

In [2], the sender has an authorizat ion to encrypt informat ion. 

Revoked attributes and keys of users cannot write again to 

store information. The attribute authority receives secret keys 

and attributes from the receiver and he/she is able to decrypt 

the data if it has matching attributes. This construction 

supports delegation of private keys which subsumes 

Hierarchical Identity-Based Encryption (HIBE). 
 

Advantages:-  

 Audit-log informat ion is available to only authorized 

people and other than audit-log information no other 

informat ion is provided. 

 

In [3], the receiver has the access policy in the form of a tree. 

The tree contain leaves as its atuttribes and monotonic access 
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structure with AND, OR and other threshold gates. Here, 

access policy, specified by the encryptor. This scheme is very 

expressive and provably secure under the decisional Bilinear 

Diffie-Hellman assumption. 
 

Advantages:- 

 Encrypted data can be kept confidential even if the 

storage server is untrusted. 
 

In [4], a scheme is used in which each user is identified by a 

set of attributes, and some function of those attributes is used 

to determine decryption ability for each ciphertext. Sahai and 

Waters introduced a single authority attribute encryption 

scheme and left open the question of whether a scheme could 

be constructed in which multip le authorities were allowed to 

distribute attributes [SW05]. 
 

Advantages:- 

 Allows a more number of attributes.  
 

In [5], users could have zero or more attributes from each 

authority and does not require a trusted server. Any party can 

become an authority and there is no requirement for any global 

coordination other than the creation of an initial set of 

common reference parameters. A user can encrypt data in 

terms of any boolean formula over attributes issued from any 

chosen set of authorities. 
 

Advantages  

 Collusion resistant.  
 

In [6], the paper subcontract the decryption task to a proxy  

server, so that the user could make computation on minimum 

resources like hand held devices. propose a new paradigm for 

ABE that largely  eliminates this overhead for users. The paper 

shows how a user can provide the cloud with a single 

transformation key that allows the cloud to translate any 

ciphertext satisfied by that user’s attributes into a El Gamal-

style ciphertex 

 

Advantages:- 

 The user significantly saves bandwidth, without raising 

the number of transmission. 

 

In [7], ABSs were introduced to ensure anonymous user 

authentication. This also used a centralized  approach. formally  

define the security requirements of ABS as a cryptographic 

primitive, and then describe an efficient ABS construction 

based on groups with bilinear pairings. We prove that our 

construction is secure in the generic group model.  

 

Advantages  

 The user significantly saves decryption time, without 

raising the number of transmissions  
 

In [8], it makes use of a decentralized approach and provides 

authentication without disclosing the identity of the users. It 

gives a general framework for constructing ABS schemes, and 

then show several practical instantiations based on groups 

with bilinear pairing operations, under standard assumptions. 
 

Advantages:- 

 Secure against a malicious attribute authority  

In [10], fuzzy keyword search greatly enhances system 

usability by returning the matching files when users' searching 

inputs exactly match the predefined keywords or the closest 

possible matching files based on keyword similarity 

semantics, when exact match fails. 

 

Advantages:- 

 Uses an advanced technique on constructing fuzzy 

keyword sets, which greatly reduces the storage and 

representation overheads. 

 

In [11], it  allows users to audit the cloud storage with very 

lightweight communicat ion and computation cost. The 

auditing result not only ensures strong cloud storage 

correctness guarantee, but also simultaneously achieves fast 

data error localization, i.e ., the identification of misbehaving 

server.  

 

Advantages:- 

 highly efficient and resilient against malicious data 

modification attack, and even server colluding attacks  

 

IV. DRAWBACKS  

 

 [1][2][3], in all these approaches, they take a 

centralized approach and allow only one KDC. The KDC 

is a single point of failure.  

 [4][5], in all these approaches, decryption at user’s 

end is computation intensive. So, these techniques might 

be quite ineffect ive when users access using their mobile 

or handheld devices.  

 [6], in  this scheme the presence of one proxy  and one 

KDC makes it  less useful than decentralized approaches. 

Together these approaches had no way to  validate users, 

anonymously. 

 [7][8], these schemes are prone to replay attack.  

 [10][11][12], while providing efficient cross server 

storage verification  and data availability  insurance, these 

schemes are all focusing on static or archival data.  

 

V. PROPOS ED SYS TEM 

 

In this proposed system we implement a decentralized key 

distribution center (KDC, which provide access control to the 

data in cloud. The keys are distributed to all the centers and it 

is easy to maintain. Access control is given to users according 

to the designation of user in  the cloud. The user is anonymous 

to the cloud. It is achieved by using digital signature algorithm 

where the attributes of the user is hidden from cloud. The 

access policy of the user is hidden from other user using 

Query driven approach. For secure storage of data encryption 

and decryption is used.  

 

VI. MODULE DESCRIPTION 
 

1. System initialization 

 Select a prime q, and groups G1 and G2, which are of order q. 

We define the mapping ˆe: G1 ×G1 → G2. Let g1, g2 be 

generators of G1 and hj be generators of G2, for j ∈ [tmax], 

for arbitrary tmax. Let H be a hash function. Let A0 = ha0 0 , 

where a0 ∈ Z∗ q is chosen at random. (TSig,TV er) mean TSig 

is the private key with which  a message is s igned and TV er is 

the public key used for verification. The secret key for the 

trustee is TSK = (a0, TSig) and public key is TPK = 

(G1,G2,H, g1,A0, h0, h1, . . . , htmax, g2, TV er). 
 

2. User registration 

For a user with identity Uu the KDC draws at random Kbase ∈ 

G. Let K0 = K1/a0 base . The following token γ is output γ = 

(u,Kbase,K0, ρ),  where ρ is signature on u||Kbase using the 

signing key TSig. 
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3. KDC setup 

We emphasize that clouds should take a decentralized 

approach while distributing secret keys and attributes to users. 

It is also quite natural for clouds to have many KDCs in 

different locations in the world. The arch itecture is 

decentralized, meaning that there can be several KDCs for key 

management 

 

4. Attribute generation  

     The token verification a lgorithm verifies the signature 

contained in γ using the signature verification key TV er in 

TPK. This algorithm ext racts Kbase from γ using (a, b) from 

ASK[i] and computes Kx = K1/(a+bx) base , x ∈ J[i, u]. The 

key Kx can be checked  for consistency using algorithm 

ABS.KeyCheck(TPK,APK[i],γ,Kx),which  checks ˆe(Kx,Aij  

Bx ij) = ˆe(Kbase, hj), for all x ∈ J[i, u ] and j ∈ [tmax]. 

 

 5. Sign 

 The access policy decides who can access the data stored in 

the cloud. The creator decides on a claim policy Y, to prove 

her authenticity and signs the message under this claim. The 

ciphertext C with signature is c, and is sent to the cloud. The 

cloud verifies the signature and stores the ciphertext C. When 

a reader wants to read, the cloud sends C. If the user has 

attributes matching with access policy, it  can decrypt and get 

back orig inal message. 

 

  6. Verify 

 The verification process to the cloud, it relieves the individual 

users from t ime consuming verifications. When a reader wants 

to read some data stored in the cloud, it tries to decrypt it 

using the secret keys it receives from the KDCs. 

 

VII. TECHNOLOGY DESCRIPTION 

 

1. Processor 

Microchip implanted in a CPU's hard drive that processes 

instructions sent to it by the computer and software programs. 

Processors come in  a number of sizes and are manufactured by 

such corporations as Intel and Advanced Micro Devices. The 

greater the gigahertz capacity of the processor, the quicker the 

computer will be able to process instructions sent to it. Some 

corporations have developed a dual processor, which  allows 

one processor to process multiple instructions at the same time 

without slowing down performance. 

 

2. Random Access Memory 

RAM (pronounced ram) is an acronym for random access 

memory, a type of computer memory that can be accessed 

randomly; that is, any byte of memory can be accessed 

without touching the preceding bytes. RAM is the most 

common type of memory found in computers and other 

devices, such as printers. The two types of RAM differ in the 

technology they use to hold data, with DRAM being the more 

common type. In terms of speed, SRAM is faster. DRAM 

needs to be refreshed thousands of times per second while 

SRAM does not need to be refreshed, which is what makes it 

faster than DRAM. In  common usage, the term RAM is 

synonymous with main memory, the memory availab le to 

programs. For example, a  computer with 8MB RAM has 

approximately 8 million bytes of memory that programs can 

use. In contrast, ROM (read-only memory) refers to special 

memory used to store programs that boot the computer and 

perform diagnostics. Most personal computers have a small 

amount of ROM (a few thousand bytes). 

 

3. Hard Disk Space  

When you save data or install programs on your computer, the 

informat ion is typically  written to your hard disk. The hard 

disk is a spindle of magnetic disks, called platters, that record 

and store informat ion. Because the data is stored magnetically, 

informat ion recorded to the hard disk remains intact after you 

turn your computer off. Th is is an important distinction 

between the hard disk and RAM, or memory, which is reset 

when the computer's power is turned off. The hard disk is 

housed inside the hard drive, which reads and writes data to 

the disk. The hard drive also transmits data back and forth 

between the CPU and the d isk. When you save data on your 

hard disk, the hard drive has to write thousands, if not 

millions, of ones and zeros to the hard disk. It is an amazing 

process to think about, but may also be a good incentive to 

keep a backup of your data. 

 

4. Java 

             Java is a general-purpose computer programming 

language that is concurrent, class-based, object-oriented, and 

specifically designed to have as few implementation 

dependencies as possible. It is intended to let application 

developers "write once, run anywhere" (WORA), meaning 

that compiled Java code can run on all platfo rms that support 

Java without the need for recompilation. Java applications are 

typically compiled to byte code that can run on any Java 

virtual machine (JVM) regard less of computer architecture. As 

of 2016, Java is one of the most popular programming 

languages in use, particularly fo r client-server web 

applications, with a reported 9 million developers. Java        

was originally  developed by James Gosling at Sun Micro 

systems (which has since been acquired by Oracle Corpo 

ration) and released in 1995 as a core component of Sun 

Microsystems' Java plat form. The language derives much of 

its syntax from C and C++, but it has fewer low-level facilities 

than either of them. One design goal of Java is portability, 

which means that programs written for the Java platform must 

run similarly on any combination of hardware and operating 

system with adequate runtime support. This is achieved by 

compiling the Java language code to an intermediate 

representation called Java bytecode, instead of directly to 

architecture-specific machine code. Java bytecode instructions 

are analogous to machine code, but they are intended to be 

executed by a virtual machine (VM) written specifically for 

the host hardware. users commonly use a Java Runtime 

Environment (JRE) installed on their own machine for 

standalone Java applications, or in a web browser for 

Java applets. 

 

5. Eclipse 

In the context of computing, Eclipse is an integrated 

development environment (IDE) for developing applications 

using the Java programming language and other programming 

languages such as C/C++, Python, PERL, Ruby etc. The 

Eclipse platform which provides the foundation for the Eclipse 

IDE is composed of plug-ins and is designed to be extensible 

using additional plug-ins. Developed using Java, the Eclipse 

platform can be used to develop rich client applications, 

integrated development environments and other tools. Eclipse 

can be used as an IDE for any programming language for 

which a plug-in is available The Java Development Tools 

(JDT) p roject provides a plug-in that allows Eclipse to be used 

as a Java IDE, PyDev is a plugin  that allows Eclipse to be 

used as a Python IDE, C/C++ Development Tools (CDT) is a 

plug-in that allows Eclipse to be used for developing 

application using C/C++, the Eclipse Scala plug-in allows 
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Eclipse to be used an IDE to develop Scala applicat ions and 

PHPeclipse is a plug-in to eclipse that provides complete 

development tool for PHP. 

 

6. MySQL 

MySQl the world's second most widely used relational 

database management system (RDBMS) & most widely used 

open-source RDBMS. It is named after co-founder  Michael 

Widenius's daughter, My. The SQL acronym stands 

for Structured Query Language. The MySQL development 

project has made its  source code available under the terms of 

the GNU General Public License, as well as under a variety 

of proprietary agreements. MySQL was owned & sponsored 

by a single for-p rofit firm, the Swedish company MySQL AB, 

now owned by Oracle Corporation.  MySQL is a popular 

choice of database for use in web applications, & is a central 

component of the widely used LAMP open source web 

application software stack (& other 'AMP' stacks). LAMP is 

an acronym for "Linux, Apache, MySQL, Perl/PHP/  

Python." Free-software-open source projects that require a 

full-featured database management system often use MySQL. 

MySQL is written in C & C++. Its SQL parser is written 

in YACC, but it uses a home-brewed lexical 

analyser. Many programming languages with language-

specific APIs include libraries for accessing MySQL 

databases. These include MySQL Connector/Net for 

integration with Microsoft's  Visual Studio (languages such 

as C# & VB are most commonly used) & the JDBC driver for 

Java. In  addition, an ODBC interface called MyODBC allows 

additional programming languages that support the ODBC 

interface to communicate with a MySQL database, such 

as ASP or ColdFusion. The HTSQL – URL-based query 

method also ships with a MySQL adapter, allowing direct 

interaction between a MySQL database & any web client via 

structured URLs. 

 

VIII. CONCLUS ION 

 

In this paper, we have addressed the security and storage 

issues in cloud. The key d istribution is done in decentralized 

way, which is mult iple KDCs are used. The users are 

anonymous and the attributes are hidden fro m cloud using 

digital signature algorithm. The access policies associated with 

individual files are h idden from other users by implementing a 

Query based approach. Further, storage related security issues 

are enhanced by encryption and decryption. This system uses 

strong authentication mechanism, where the users claim is 

validated at three levels. Initially, the users need to get 

themselves authenticated with KDC. For keys generation, a 

trusted third party verifies the user’s credentials and g ives 

back the secure token. Finally a message digest is generated 

using hash function and the file  to be uploaded is encrypted. In 

this manner, a  three way authentication is achieved. 
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